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SPECIAL REPORT:
THE A.Q. KHAN NETWORK:
CRIME... AND PUNISHMENT?

This article is based on research conducted by Sammy
Salama and Nilsu Goren at the Monterey Institute Center for
Nonproliferation Studies.

In the two years since the operations of the
nuclear smuggling network led by Pakistani nuclear
scientist Abdul Qadeer Khan were publicly revealed,
law enforcement agencies around the globe have
pursued investigations and prosecutions against
more than thirty individuals involved in the illicit
sq”esbjhmT deengs- Qdrtisr g ud u”gde vhcdkxt whsg
a seven-year prison term meted out by a German
court being the most severe punishment imposed
to date. Most alleged participants in the enterprise,
however, have suffered limited penalties, if any,
for their efforts to provide assistance to nuclear
weapon programs in Pakistan, Iran, Libya, and
North Korea.

Secret Imports, Then Exports

The network was built upon a set of contacts
and clandestine smuggling operations that Khan
had developed since 1976, after he returned to
Pakistan from the Netherlands. With him, he
brought plans for uranium centrifuges used at
a Dutch enrichment facility at Almelo and lists of
component suppliers for that installation. Pakistan’s
nuclear weapons production capability is based on
this Dutch centrifuge technology. [1]

By 1987, Khan, relying on equipment and
materials provided by his “incoming” nuclear
smuggling network, had succeeded in producing
highly enriched uranium for the Pakistani nuclear
weapon program and began to exploit the same
channels to establish an “outgoing” network to
support nuclear weapon programs elsewhere.
Equipment provided by the network, apparently
beginning with shipments to Iran in 1987, included
designs for uranium enrichment centrifuges;
obsolete equipment from Pakistan’s own enrichment
program; components for the manufacture of
large numbers of centrifuges; and the design of a
nuclear weapon (purportedly provided to Pakistan
by China), along with detailed notations on how
to machine and assemble its parts. [2] Uranium
enrichment centrifuges can be used to produce

low-enriched uranium for nuclear power plant fuel,
but can also be used to produce highly enriched
uranium suitable for use in nuclear weapons.

Although many details remain unclear, Khan
~ood™qr sn g ud fg ct kx Enchsdc sgd ¢ mfd ne
matériel provided in order to suit the needs of his
customers. According to published sources, Khan
sold Iran a basic package of centrifuge blueprints
and sample pieces of obsolete equipment from the
Pakistani program, along with the nuclear weapon
design. He then provided at least comparable
assistance to North Korea, probably beginning
sometime in the mid- to late-1990s. In 2000 or
shortly thereafter, he also offered Libya a nearly
complete uranium enrichment plant, fabricated
abroad, together with the weapon design. (The
scale of the assistance to Libya was exposed with
the September 2003 detaining in Italy of the BCC
China, en route to Libya, which carried much of this
equipment.) Meanwhile, Khan continued to utilize
the incoming operations of his smuggling effort to
maintain and expand Pakistan’'s own enrichment
capabilities.

Geographic Scope

Over time, Khan also expanded his network
geographically. During the initial incoming phase,
its hub was at Khan's headquarters near Islamabad,
with the major spokes radiating to Western European
equipment producers through trusted European go-
betweens, including those in Austria, Germany, the
Netherlands, Switzerland, and the UK. Turkey and
a number of other locales served as intermediate
transshipping points. As the outgoing network grew,
the hub appears to have divided, with important
sm mbimE ~mc ngF~ mhy ~sinm~k nodq~shnmr drs” alirgdc
in Dubai. From here, Buhary Syed Abu Tahir, a Sri
Lankan businessman, arranged acquisitions for and
transfers to Khan’s new customers. Pre-existing
connections to Europe were maintained, those
in Turkey were expanded, and new spokes were
added to South Africa and Malaysia, where, as in
Turkey, Khan's intermediaries arranged for certain
components to be manufactured. South Africa
and Turkey also served as transshipment points
for items acquired from the United States. In East
@rh™+ sq0r tm 170 mt Rntsg Jngd™+ “mc RimF~ ongd
contributed high-tech equipment to the enterprise,
in some cases without knowing its ultimate purpose
or destination.
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COMPANIES REPORTED TO HAVE SOLD OR ATTEMPTED
TO SELL LIBYA GAS CENTRIFUGE COMPONENTS
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The Center for Nonproliferation Studies at the Monterey Institute of International Studies

This graphic representation of the numerous countries involved -- generally without

C N S . their knowledge -- in the Libya nuclear weapons program clearly demonstrates the
need for tightening export controls as they relate to sensitive dual-use technology.

Disclaimer: Information for this chart was taken from open press sources and unclassified government

documents and are presented on an as-reported basis. The Center for Nonproliferation Studies cannot

vouch for the accuracy or veracity of these reports.
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Alleged Perpetrators and Law
Enforcement Results

Khan's efforts to jump-start nuclear weapon
programs in three new states involved numerous
actors in a wide range of countries.

Pakistan

At the core of Khan's dealings with Iran, North
Korea, and Libya was the transfer of technology
that comprised the essence of Pakistan’s nuclear
deterrent capability, presumably some of that
country’s most prized and closely guarded
rs"sd rdbgdsr- Rdudg’k kdudkr ne nesbh~kr tm sgd
Pakistani nuclear and military hierarchy have
been investigated by Pakistani authorities. No
prosecutions are known to have been brought, but
a number of individuals, some of whom were held
enq dcdagidsmfre eng “r knmF “r riw B nmsgrt qd B "hm
under house arrest and one appears to be in the
imcdsmhsd btrsncx ne O~ jhrs™mh ~tsgnghshdr-

Khan is believed to be under house
arrest in Islamabad, following his detailed
disclosures in early 2004 to Pakistani
authorities regarding his activities, his
public apology on February 4 of that year,
and his pardon immediately afterwards by
Pakistani President Pervez Musharraf.

Khan's immediate subordinates at the
Khan Research Laboratories (KRL)

@s kd~rs 04 nesbi~kr kmjdc sn JQK vdgd
guestioned by Pakistani authorities in
early 2004. Most were released in several
weeks or less, but three were held in
custody for six months and then placed
under house arrest, Maj. (ret.) Islam
kG p 'Jg mr odgrnmk rsee nesbdg(t
Nazeer Ahmed (Director-General of
Science and Technology at KRL), and
Brig. General (ret.) Sajawal Khan Malik
(head of security at KRL). Only one KRL
nesbh“k Lng™ I Bdc E~gnnpt @-P- Jg~mgr
principal deputy, is thought to remain in
detention at this time. [3]

Senior members of the Pakistan military

Three former Chiefs of Army Staff
(COAS), Mirza Aslam Beg (COAS from

August 1988 to August 1991), Abdul
Wahid Kakar (COAS from January 1993-
January 1996) and Jehangir Karamat
(COAS from January 1996 to October
1998), have been accused in various
reports of being involved in the affair, as
either knowledgeable of and acquiescing
in Khan's activities, or actively facilitating
them.[4] Begand Karamatwerereportedly
questioned by Pakistani authorities
but were not charged with any wrong-
doing. Karamat is currently Pakistan’s
ambassador to the United States.
President Pervez Musharraf, who has
served as COAS since October 1998, is
also alleged to have been knowledgeable
about the Khan network, but denies this
was the case. [5]

Malaysia

This was the site of SCOPE, a subsidiary of the
SCOMI Group BHD, one of the Khan network’s off-
shore machining and manufacturing shops, which
produced an array of aluminum components for the
Libyan centrifuge enrichment program, including
b~ rimfr+ dmc,b ort “mc a“ebdr- Sgd tmis v'r rds
up by Tahir, but owned by a company controlled
by Kamaluddin Abdullah, son of Malaysian Prime
Minister Abdullah Ahmad Badawi. [6] Presumably a
number of other business persons and technicians
would have been involved in the effort.

Buhary Syed Abu Tahir

After being cleared of violating Malaysian
criminal law, Tahir was arrested on May
28, 2004, under Malaysia’'s internal
security law, and remains in detention. [7]

J” 1 “ktcchm @actk gt “me nsgdq nesbdgr.
employees of SCOPE

Mn bg~qfdr “qd jmnvmsn g ud addm skdc
against these individuals.

Western Europe

At least nine individuals from Western European
rs"sdr g ud addm hcdmsisdc tm ogdrr ~bbntmsr ng
nesbhk rntgbdr ~r Trrirsmf im b ognbtad B dms
activities in support of A.Q. Khan's efforts to
assist Pakistan’s nuclear weapons program and/
or nuclear programs elsewhere. Several of these

individuals participated by assisting manufacturing
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and machining operations in Malaysia, South Africa,
or Turkey relevant to the production of uranium
enrichment equipment. The group includes three
Swiss citizens, Friederich Tinner and his sons
Urs and Marco; a Dutch citizen, Henk Slebos; a
bhstydm ne tmhcdmshisdc m™sinm~isxt Yng™m Efhionutb: ~
British citizen, Abu Siddiqui; and German citizens
Gotthard Lerch, Rainer Vollmerich, and Heinz
Mebus (deceased). The Tinners, personnally and
through companies they owned or operated in
Europe (including CETEC and Traco), are alleged
to have provided technical support in setting up and
operating production lines for SCOPE in Malaysia.
L "gbn Stmmdg hr “kdfdc sn g~ ud trdc Stqjhrg sqlir
to manufacture centrifuge parts, which were then
dwongsdc sn RBNOD enq etgsgdgq Bnchsb™sinm- Gdmj
Slebos is reported to have sent dual-use equipment
to Pakistan and to be part owner of ETI Elektroteknik,
~ Styghrgsql sg”s Tkrn TkdFdckx rtoongsde sgd JgTm
mdsvngj 'rdd adknv(- Yng~m Efibonutb fr r~hc sn g~ ud
worked with Slebos, helping to smuggle nuclear
relevant dual-use goods out of the Netherlands. Abu
Siddiqui did the same from England. Gotthard Lerch
is reported to have assisted Libya in developing
an advanced machine shop to support its planned
uranium enrichment activities and to have arranged
for the production of centrifuge parts in South Africa
for the Libyan program. (Another individual, Peter
Fghesmt hr r™hc sn g ud rtoongsdc sgd ntssssmf ne
the Libyan machine shop; he successfully sued the
Guardian (London) for libel for falsely alleging that
Malaysian authorities found him guilty of providing
assistance to Libya’s nuclear program. His son
O™tk Fgesm hr cirbtrrdc adinv-( Q “hmdg Unkk I dghbg
procured items related to uranium enrichment for
nuclear facilities in Pakistan.

Friederich Tinner

In custody of Swiss authorities. [8]

Urs Tinner

In custody of Swiss authorities, since
November 2005, awaiting trial. [9]

Marco Tinner

In custody of Swiss authorities; under
investigation in Turkey. [10]

Henk Slebos

Convicted in the Netherlands on charges
related to smuggling nuclear components

to Pakistan. Received 12 month sentence,
(8 months suspended, 4 months served);
ngcdgde snodgrnm™~kx o~ x ~ smd ne0//+///
euros (US$120,000). [11]

Zoran Filipovic

Convicted in the Netherlands of exporting
controlled items to Pakistan. Sentenced
to 180 days of community service and
smd ne 4+/// dtgn- [12]

Abu Siddiqui

Convicted in the UK of illegally evading
British export laws by shipping nuclear
dual-use items to Khan's lab in Pakistan.
Received a 12-month suspended sentence
“mc T ¢5+/// smd- [13]

Gotthard Lerch

Charged with violating German export
laws; arrested in November 2005, but not
currently in custody. [14]

Rainer Vollmerich

Convicted of illegally procuring and
exporting controlled nuclear materials to
Pakistan. Sentenced to prison term of 7
years and three months. [15]

Investigations in France and Spain

According to two leading U.S. experts on
the Khan affair, David Albright and Corey
Hinderstein, investigations are also being
pursued in France and Spain. None has
resulted in arrests or prosecutions as
of this writing. It has not been possible
to obtain additional details of these
developments.

South Africa

Johan Meyer, founder of Trade Fin Engineering,
and Gerhard Wisser, owner of Kirsch Engineering,
are alleged to have supported the Khan enterprise
along two tracks, reportedly working with Tabhir.
First, they received and transshipped sensitive
goods needed for Libya's uranium enrichment
program and, second, engaged in the manufacture
of components for that program, in particular,
vacuum pumps and equipment for handling uranium
in gaseous form.
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South African authorities indicted Meyer,
but dismissed the charges against him
after he agreed to testify against Wisser.
[16]

Gerhard Wisser
(and his employee Daniel Geiges)

Awaiting trial in Pretoria. [17]

Turkey

Khan’s network operated in Turkey along the
r-1dsg bjr “rimRntsg @egib ™+ whsg rdudgk jdxsgl r
supporting Khan's sale of a uranium enrichment
plant to Libya by receiving and transshipping dual-
use goods and by manufacturing components
needed in the gas centrifuge uranium enrichment
process, in particular electronic components. The
Jdx mchuhct™kr “mc sqlr “kdfdc sn ad tmunkudc
are Gunes Cire (sometimes, spelled Gunas
Jireh), director of ETI Elektroteknik, and Selim
@kFt™ cir+ Ogdricdms ne DJ@+ “krn ~ 3¢ 0 rodbh”~lyimf
in electronics, as well as several of Alguadis’s
business partners.

Gunes Cire

Arrested and detained in Turkey. Died in
2004. [18]

Selim Alguadis

Under investigation by Turkish authorities;
potential penalties of up to 20 years
imprisonment.

Zubeyir Baybars Cayci, Ertugrul Sonmez

Turkish authorities said to be seeking
indictments against these individuals who
are partners of Alguadis; potential penalties
of up to 20 years imprisonment. [19]

Dubai

Tahir worked out of Dubai, where he was
Managing Director of SMB Group, and Freiderich
Stmmdgt+ Odsdg Faesm+ “me nsgdgr ~gd ~kdfdc sn g~ ud
used this locale extensively as a transshipment
point to disguise the ultimate destination of sensitive
dptioBdms-  Fgesmgr rnm+ O"tkt B m fdc sgd
Dubai-based company Gulf Technical Industries
(GTI), reported to be a frequently used cut-out for
the network. [20] The co-director of GTIl, Ahmad
Hassan Rashid Ahmad al Abbar, was the local

sponsor of the company. [21] It does not appear that
authorities in Dubai are pursuing charges against
any individuals associated with the Khan network.

O™tk Faesm

Not known to be currently the subject of
investigation; has denied allegations of
wrong-doing.

Ahmad Hassan Rashid Ahmad al Abbar

Not known to be
investigation.

the subject of

Singapore

Some of the materials used by SCOPE to
manufacture 300 metric tons of aluminum tubing
were purchased from Bikar Metalle Asia, a
Singapore subsidiary of the German company
Bikar Metalle. This tubing was sent through Dubai.
There is no indication that Bikar Metalle Asia was
aware of the purpose to which the material was to
be used. [22]

Bikar Metalle Asia

Management was not prosecuted; found
not to have committed a crime or to have
hidden its involvement. [23]

South Korea

The Khan network acquired specialized
balancing machines from South Korea. The
manufacturer of the machines, Hanbando, Inc., has
not been accused of wrong-doing, but the exporting
company, known in court records only as “D” was
the subject of law enforcement efforts.

“D” Corporation

Prosecuted in late 2004 and acquitted by
a South Korean court because of lack of
evidence of intent to break South Korean
export control laws. Prosecuted for a
second violation and acquitted on the
same grounds. South Korean Ministry
of Commerce and Industry, however,
imposed a one-year ban on import and
export activities by the organization. [24]

Japan

Specialized Japanese  three-dimensional
measuring machines, needed to build uranium
enrichment centrifuges with the necessary
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precision, were found by the IAEA in Libya during
inspections as that country dismantled its nuclear
weapons program. On February 13, 2006, Japanese
authorities raided the Mitutoyo Corp., outside
Tokyo, manufacturer of the machines, which were
shipped to Tripoli via Dubai by Scomi Precision
Engineering. [25]
Mitutoyo Corp.

Under investigation.

Patterns of Punishment

With a number of investigations and prosecutions
still pending and others possibly in the planning
rs"fd+ bs hr ogdl “stgd sn cq"v sqB bnmbktrinmr
regarding the international response to A.Q. Khan’s
hkibhs mebkd™q sq esbjimf-  Mnmdsgdkdrrt bdgs™im
patterns appear to be emerging.

First, it appears that political realities in Pakistan,
Malaysia, and, possibly Dubai have shaped
decisions regarding which actors to pursue and
how to punish them. Even in these settings,
however, penalties of some severity have been
Idsdc nts- @-P- Jg™m hr tmcdg imcdsmhsd gntrd
arrest, disgraced, deprived of his ability to speak
publicly, and deprived of enjoyment of the fortune
he built from his crimes. His principal deputies,
Mohammed Farooqand B.S.A. Tahir, are in custody,
imcdsmhsdkx+ wisgnts sgd admdss ne sgh k- Sggdd Jg™m
JQK rtanqcim™sdr vdgd gdkc eng dcdagidsmfre sg~s
lasted six months and then placed under house
~gqdrs- Gnwvdudgt nsgdq sftgdr im sgdrd bntmsgidr:
some of whom may have played important roles in
the Khan enterprise, have avoided prosecution and
penalties of any kind.

Second, in Western Europe, prosecutions have
had uneven success. Rainer Vollmerich’s seven-
year prison sentence imposed by a German court is
substantial, but the light punishments meted out in
sgd Mdsgdgk™mcr sn Gdmj Rkdanr “mc Yng™m Efhonuhb
seem unlikely to serve as a deterrent to future
export control violations. It remains to be seen how
South African, Swiss, and Turkish courts will deal
with individuals facing charges for nuclear export
control violations in those countries.

As in combating international terrorism, it is
likely that in seeking to thwart A.Q. Khan's activities,
imsdgdrsdc fnudgmBdmsr g ud bnmegnmsdc chesbitks
choices between pursuing intelligence gathering

PILOT
PRODUCT

opportunities and bringing individuals to justice.
Former Dutch Prime Minister Ruud Lubbers, for
example, has stated that in 1975 and 1986, the CIA
requested that Dutch authorities not detain A.Q.
Khan so that his activities could be monitored and
other elements of this network, and their customers,
hcdmsisde- [26] Similarly, the presence of Dutch
tmsdikiFdmbd nesbdgr ~s sgd rd~gbg ne sgd nesbdr ne
Henk Slebos is said to have tainted his prosecution
and led to a reduced sentence. [27] In addition, the
need to protect intelligence-gathering sources and
methods can preclude the use of certain evidence
in criminal proceedings, increasing challenges for
prosecutors.

Finally, interested governments have yet to
s jd “bsinm “f hmrs eqdhfgs engv gedgr: smTmbhTk
institutions, and other facilitators of Khan’s nuclear
smuggling operations. [28] Many such parties were
likely innocent of any knowledge of the transactions
they were assisting, but others may have been fully
cognizant of the role they were playing and deserve
to be pursued by the appropriate authorities.

Despite the on-going efforts to roll up the A.Q.
Khan network, smuggling in support of nuclear
weapon programs continues. Iran may well have
developed its own network independent of Khan
— and Pakistan, itself, can be expected to continue
to import sensitive goods for its nuclear deterrent.
[29] [30] Aggressive pursuit and prosecution of
wrong-doers and more substantial penalties for
those convicted may help to deter future smuggling
operations, but the erratic record to date, with its
strong tilt towards leniency, suggests that much
remains to be done to achieve such results.

Leonard S. Spector, Nilsu Goren, Sammy Salama — Monterey
Institute Center for Nonproliferation Studies

» - SOURCES AND NOTES

[1] For overviews of the Khan network, see, e.g., David
Albright and Corey Hinderstein, Unraveling the A. Q.
Khan and Future Proliferation Networks, Washington
Quarterly (Spring 2005), p. 111-128; Sammy Salama and
Lydia Hansell, Companies Reported to Have Sold or
Attempted to Sell Libya Gas Centrifuge Components,
Nuclear Threat Initiative, March 2005, http://www.
nti.org/e_research/e3_60a.html; Press Release by
Inspector General of Police in Relation to Investigation
on the Alleged Production of Components for Libyas

Issue 3

-7-

Mar 2006


http://www.nti.org/e_research/e3_60a.html
http://www.nti.org/e_research/e3_60a.html

Y hts Issues and Viewpoints in the International Media

Uranium Enrichment Programme, Polis Diraja Malaysia,
February 20, 2004, www.rmp.gov.my/rmp03/
040220scomi_eng.htm.

[2] U.S. Embassy China, Remarks By the Vice President
At Fudan University, Followed By Student Body Q&A,

Fudan University, Shanghai, China, April 15, 2004,
http.//www.usembassy-china.org.cn/shanghai/

temp/0415vpfudan.htm. On the origin of the nuclear
weapon design provided by Khan, see Joby Warrick
and Peter Slevin, Libyan Arms Designs Traced Back to

China, Washington Post, February 15, 2004, http://www.
washingtonpost.com/ac2/wp-dyn/A42692-2004Feb1

4?language=printer.

[3] Arbitrary Arrest of Pakistani O cials of the Nuclear
Research Laboratory in Kahuta, February 3, 2004, http://
web.amnesty.org/library/index/engasa330032004.
[4] John Lancaster and Kamran Khan, Musharraf
Named in Nuclear Probe, Washington Post, February

3, 2004, http.//www.washingtonpost.com/ac2/wp-
dyn/A6884-2004Feb2?language=printer. Beg has
denied allegations that he proposed to transfer nuclear
weapons technology to Iran. See: Beg Reveals Decision
On Non-Proliferation, Dawn, January 25, 2004, http://
www.dawn.com/2004/01/26/top2.htm.

[5] It has been suggested that the most senior o  cials
of Pakistans government were also knowledgeable
about Khans activities. Benazir Bhutto, who served

as Prime Minister from December 1988 to October
1990 and from October 1993 to November 1996, is
believed to have traveled to North Korea in December
1993 to pursue negotiations on Pakistans acquisition
of the Ghauri missile. Pakistan Helped North Korea
Make Bomb, Guardian, October 19, 2002, http://www.
guardian.co.uk/korea/article/0,2763,815196,00.ntml.
It has been suggested that part of the deal included
Pakistani support for the North Korean uranium
enrichment program, although Ms. Bhutto has denied
the charge, stating that Pakistan paid for the missiles in
cash. Ibid. No action in conjunction with the Khan a air
has been taken against Bhutto or against Nawaz Sharif,
who served as prime minister from November 1990 to
October 1993 and from February 1997 to October 1999.
[6] Police: Khan Sold Iran Nuke Equipment for $3M, Fox
News, February 20, 2004, http.//www.foxnews.com/
story/0,2933,111980,00.html.

[7] Malaysia Arrests Alleged Black Market Nuclear
Agent, Taipei Times, May 30, 2004, http://www.

PILOT
PRODUCT

taipeitimes.com/News/world/archives/2004/05/
30/2003157524; Malaysia Arrests Senior Figure: Sri
Lankan Tied to Pakistani Khans Network, May 28, 2004,
Nuclear Policy Research Institute website, http:.//www.
nuclearpolicy.org/index.cfm?Page=Article&ID=1619.
[8] Personal communication, David Albright and Corey
Hinderstein, Institute for Science and International
Security, February 28, 2006; see also Swiss Engineer in
Libya Nuclear Probe to be Extradited from Germany,
Swiss Info in English, May 13, 2005; FBIS document
EUP20050513950109.

[9] T. Scheuer and M. Wisniewski, US Sting Said to

be Likely Cause for German Pumps at WMD Sites in
Libya, Iran, Munich in Focus, November 21, 2005; FBIS
document EUP20051128085002.

[10] Personal communication, David Albright and Corey
Hinderstein, Institute for Science and International
Security, February 28, 2006; Turkey a Transit Country

in Smuggling Nuclear Parts into Libya, Ankara

Turkish Press in English, Dec 08, 2005; FBIS document
GMP20051212025001.

[11] Disclosure of lllicit Supply Networks Expose
Weaknesses in European Export Control Systems,
International Export Control Observer 3, December 2005/
January 2006, p.14-18.

[12] Ibid.

[13] Western Intelligence Agencies Missed Link to A.Q.
Khans Nuclear Proliferation Network, June 02, 2004,
http.//www.publicedcenter.org/stories/siddiqui/.

[14] Old Engineer Accused of Helping Libyan Nuclear
Program, Pravda.ru, December 16, 2005, http://
newsfromrussia.com/world/2005/12/16/70009.html;
Personal communication, David Albright and Corey
Hinderstein, Institute for Science and International
Security, February 28, 2006.

[15] Disclosure of lllicit Supply Networks Expose
Weaknesses in European Export Control Systems, op. cit.
[16] South Africa Seizes Uranium Enrichment Materials,
September 8, 2004, http://nucnews.net/nucnews/
2004nn/0409nn/040908nn.htm.

[17] RSA: Court Resets Trial of Two Men Accused of
Nuclear Proliferation to Feb 2006, Johannesburg SAPA,
October 4, 2004, FBIS document AFP20051004505001.
[18] Nukleer Kacakcilikla Suclanan Iki Turk [Two Turks
Alleged to Nuclear Tra cking], Sabah in Turkish, January
27,2006, [www.sabah.com.tr]. See also: Eti Elektroteknik
AS. History, http://www.cire.com.tr/en/en-hak_
tarihce.htm.

Issue 3

Mar 2006


www.rmp.gov.my/rmp03/040220scomi_eng.htm
www.rmp.gov.my/rmp03/040220scomi_eng.htm
http://www.usembassy-china.org.cn/shanghai/temp/0415vpfudan.htm
http://www.usembassy-china.org.cn/shanghai/temp/0415vpfudan.htm
http://www.washingtonpost.com/ac2/wp-dyn/A42692-2004Feb14?language=printer
http://www.washingtonpost.com/ac2/wp-dyn/A42692-2004Feb14?language=printer
http://www.washingtonpost.com/ac2/wp-dyn/A42692-2004Feb14?language=printer
http://web.amnesty.org/library/index/engasa330032004
http://web.amnesty.org/library/index/engasa330032004
http://www.washingtonpost.com/ac2/wp-dyn/A6884-2004Feb2?language=printer
http://www.washingtonpost.com/ac2/wp-dyn/A6884-2004Feb2?language=printer
http://www.dawn.com/2004/01/26/top2.htm
http://www.dawn.com/2004/01/26/top2.htm
http://www.guardian.co.uk/korea/article/0,2763,815196,00.html
http://www.guardian.co.uk/korea/article/0,2763,815196,00.html
http://www.foxnews.com/story/0,2933,111980,00.html
http://www.foxnews.com/story/0,2933,111980,00.html
http://www.taipeitimes.com/News/world/archives/2004/05/30/2003157524
http://www.taipeitimes.com/News/world/archives/2004/05/30/2003157524
http://www.taipeitimes.com/News/world/archives/2004/05/30/2003157524
http://www.nuclearpolicy.org/index.cfm?Page=Article&ID=1619
http://www.nuclearpolicy.org/index.cfm?Page=Article&ID=1619
http://www.publicedcenter.org/stories/siddiqui/
http://newsfromrussia.com/world/2005/12/16/70009.html 
http://newsfromrussia.com/world/2005/12/16/70009.html 
http://nucnews.net/nucnews/2004nn/0409nn/040908nn.htm
http://nucnews.net/nucnews/2004nn/0409nn/040908nn.htm
http://www.cire.com.tr/en/en-hak_tarihce.htm
http://www.cire.com.tr/en/en-hak_tarihce.htm

| hts Issues and Viewpoints in the International Media

[19] Yedi nukleer silahlik malzeme satm slar [They have
sold materials enough for 7 nuclear weapons], Milliyet in
Turkish, December 08, 2005, [http://www.milliyet.com.tr].
[20] Businessman Under Scrutiny 25 Years Ago
After Ordering Unusual Supplies, Guardian, March
05, 2004, http://www.quardian.co.uk/freedom/
Story/0,,1162669,00.html.
[21] Ibid.
[22] See Source [1].
[23] Daily: German Firms Unwittingly Involved in
Nuclear Deals With Libya, Pakistan, FBIS document
EUP20040325000341; David Crawford and Steve
Stecklow, How A Nuclear Ring Skirted Export Laws,
Asian Wall Street Journal, http://www.ipweb.jp/news/
frame_news.php?nno=2004032221310011.
[24] Con dential interviews, February 2006.
[25] Hiroko Tabuchi, Japanese Firm Raided in Nuclear
Probe, ABC News International, February 13, 2006, http://
abcnews.go.com/International/wireStory?id=161149
0&CMP=0TC-RSSFeeds0312.
[26] CIA Asked Us to Let Nuclear Spy Go, Ruud Lubbers
Claims, ANP (Netherlands National News Agency),
August 9, 2005, http.//www.globalsecurity.org/org/
news/2005/050809-khan-cia.htm.
[27] Disclosure of lllicit Supply Networks Expose
Weaknesses in European Export Control Systems, op. cit.
[28] One nancial entity is known to have come to
the attention of investigators for its possible role in
nancing illegal nuclear transactions, the Bank of Credit
and Commerce, International (BCCI). See The BCCI
A air: Report to the Committee on Foreign Relations
U.S. Senate by Senator John Kerry and Senator Hank
Brown, December 1992, Appendix Matters for Further
Investigation. http://www.fas.org/irp/congress/1992
rpt/beci/. BCCI has since gone out of business after
being banned in seven countries.
[29] See story in this issue of WMD Insights on the
smuggling of sensitive dual-use goods through Sudan.
[30] Banned N-tech Went to Pakistan, India: US, The
Nation, April 10, 2005, http://nation.com.pk/daily/apr-
2005/10/index5.php. See also: Pakistani Charged With
Export of Devices With Nuclear Uses, Washington Post,
April 9, 2005, http://www.washingtonpost.com/ac2/
wp-dyn/A38757-2005Apr8?language=printer.

NEW LIGHT SHED ON
TURKISH, SUDANESE
INVOLVEMENT IN NUCLEAR
BLACK MARKET SALES TO
LIBYA

A report by the Turkish Directorate General
of Customs Control on November 29, 2005, has
revealed new details on the extent of Turkish
involvement in the nuclear black market network
that supplied Libya with nuclear components. The
gdongs chrbknrdc sg~s svn Stgjhrg sqBr ognulcdc
Libya with 10 million dollars’ worth of equipment
intended for use in high-speed centrifuges for
enriching uranium, potentially to the levels required
for nuclear weapons. Once mated with equipment
obtained from other sources, the Turkish items would
have helped Libya establish a uranium enrichment
b~ o ahisx rtesbhidms eng sgd ognctbsinm ne rdudm
nuclear weapons annually, according to an analysis
by the U.S. Department of Energy. [1] The heads
ne sgd svn B okib™sdc Stqjhrg sqBr vdgd jmnvm sn
have had ties
to Pakistani
nuclear scientist
A.Q. Khan, who,
between 1988
and 2003, built
and orchestrated
a smuggling ring
that provided
sensitive nuclear
technology
and equipment
to Iran and
North Korea, in
addition to Libya.
[2] Separately,
European
investigators
g ud bnmsgldc
that Sudan served as a transit point for illicit dual-
trd dptho Bdms sq”esbjimF ~o0ogdmskx imsdmcdc eng
Iran.

Kiax mKd cdg Lt 1 07gJg c’s

Following the initial revelations of Turkish
involvement in the A.Q. Khan network, which
occurred after Libya unilaterally dismantled its
weapon of mass destruction programs in December
2003, the Turkish Directorate General of Customs
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Control launched an investigation into Turkish-
Libyan nuclear sector links. The inquiry unraveled
T mtladg ne bnlokdw mtbkd™q sq esbjmF cd kr
carried out in Turkey, primarily by three Turkish
500 r9 Sdjymn Dkdjsghj R™m™xit "rn Bdshl dr gdedqgdc
to as Eti Elektronik), owned by Gunes Cire; and
EKA Elektronik and 3E Endustriyel Sanayi, both
nvmdc ax Rdi B @kFt™chrg- @ sm™k gdongs bn B ofkimF
the results of the investigation was completed on
Mnud Badq 18+ 1//4+ “mc “Kdfdc sg~s sgdrd sqlr
shipped items produced in or shipped through
Stgjdx sn sgd sq0 ne Ftie Sdbgmib™k Hmctrsghdr+ im
Dubai. Thereafter the goods were sent to Libya
or Pakistan, sometimes with an intermediate stop
in Malaysia, where additional work was performed
on them. [3] Sg esbjdc B “sdgi™k fimbktcdct ats
was not limited to the following: 95 frequency
converters, each with the ability to operate 100
gas centrifuges; 6,992 centrifuge motors; 6,992
castings and starters; 912 centrifuge bottom caps;
as well as 19,447 ring magnets (imported from
Germany), used for centrifuge bearings. [4] [5]
The 95 frequency converters were manufactured
in Turkey by EKA Elektronik and the ring magnets
were imported into Turkey from Germany; no other
information on the origin of the remaining items was
provided in press accounts of the Turkish Customs
Control Directorate’s report.

The Turkish investigation sheds new light on
one important aspect of the A.Q. Khan network
— its exploitation of machining and manufacturing
capabilities outside of highly industrialized states to
provide equipment for emerging nuclear weapons
programs. Previous investigations in Malaysia
had revealed the use of such machining and
manufacturing capabilities in that country for such
purposes, but it is now clear that Khan and his team
utilized this approach more extensively.

One of the implicated businessmen, Selim
@kFt™cirgt g™ r cdmidc sgd bg ™ gFdr ne hkbhs sq~ esh imF
and has stated that “the equipment we sell has the
same properties of materials sold worldwide. The
¢~ bs sg~s ntq onvdg rtookx ir rtesbidms sn roim ~m
enrichment centrifuge is another issue. One can
Snrr ghr sddsg visg ~ olm “mc gtgs gh B rdke-€ [6] While
Cire, the other implicated party, has passed away,
Alguadish is currently under arrest in Germany
and will be extradited to Turkey to stand trial for
violating Article 65 of Turkish Law, which prohibits
hikbhs sq”esbjhm® ne rebg B ~sdgh“kr- [7] Investigators
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also called for the indictment of two of his partners,
Ytadxiqg A xa qr B xbh “mc Dgstfgtk RnmBdy+ “r
well as Swiss businessman Marco Tinner.

Separately, in early January 2005, the Guardian
(London) disclosed that “a European intelligence
report” had concluded that Sudan was used as a
warehouse from 1999 to 2001 to store hundreds
of millions of dollars worth of advanced dual-use
engineering equipment obtained from European
sources and potentially useful in the uranium
enrichment process and other nuclear weapon
relevant purposes. [8] Because much of the
equipment was too sophisticated for use in Sudan
and because A.Q. Khan is known to have visited
the country at least once between 1998 and 2002,
some observers suspect that the country may have
been part of his network, serving as a conduit
for the subsequent transfer of the items to Libya,
Iran, and/or North Korea. [9] However, none of
the dual-use material that was sent to Sudan was
found in Libya, leading other analysts surveyed in
the Guardian article to suggest that the operation
was part of an extensive smuggling network built
up independently by Iran. Investigators found that
sales of much of the equipment was denominated
in Deutschmarks (before the introduction of the
Dtgn(+ reffdrsmT sg™s = rifmisb™ms ongsinm ne sgd
goods at issue originated in Germany. None of the
equipment has been found.

Sammy Salama and Nilsu Goren — Monterey Institute Center
for Nonproliferation Studies
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